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1. Introduction

If the rexx career portal is built into the customer’'s website using an iframe (hereinafter referred to as
customer.com), then this can prove unfavorable to the relevance in search engines as well as the circulation
of the job links to persons or services. In order to optimize the links and job ads for search engines, there is
the option of using a reverse proxy to integrate the grabber or job portal into the existing website
customer.com. Thereby content is no longer requested from the rexx server, rather directly via the webserver
from customer.com. All links will therefore be generated starting with e.g. https://customer.com/career.

2. Functionality

In order to fully integrate the rexx career portal into the customer’s website (e.g. customer.com), the web
server that operates the website customer.com has to integrate the rexx career portal using a reverse proxy.
However, since the rexx job portal represents only a portion of the website, the remaining available content,
such as for example left navigation, header and footer of the outlay must be added. This occurs with other
modules of the web server.

Applicant customer.com rexx application server

HTTP/HTTPS HTTPS ReverseProxy
https://customer.com/career https://customer-portal.rexx-recruitment.com/
[ s “
<

HEADER

career portal career portal
(integrated) (integrated)

Career portal
(integrated)

FOOTER FOOTER

Adding additional content, as indicated above, can be carried out on both web servers. When content added
to customer.com, it is possible to automatically generate the HTML code dynamically via the utilized CMS
system. We refer to this as dynamic content. When content is added to the rexx application server, we refer
to this as statistical content, because the HTML code must first be submitted to the rexx application server.
An automated periodical transfer of the HTML code is possible.
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3. REQUIREMENTS

For a dynamic integration to customer.com the Apache webserver or the Nginx webserver is mandatory.
If Microsoft 1IS is being used on customer.com, the integration can only take place statically on the rexx
application server. The rexx career portal needs its own namespace, because of dynamically generated

links. Working: “customer.com/career/”, not working: “/career/vacancies.html”.

Dynamic integration:
Minimal requirement is Nginx 1.6.xx or Apache 2.4.xx. Full access to apaches, or nginx’'s configuration is

needed. To implement the configuration using a “.htaccess file” is not possible!

Nginx (>=1.6.xx) with the following modules:

= ngx_http_ssi_module
= ngx_http_sub_module (ngx_http_substitutions_filter_module)
=  ngx_http_proxy_module

Apache 2.4.xx with the following modules:

=  mod_proxy

=  mod_proxy_http (Submodul von mod_proxy)
= mod_include (ehemals mod_ssi)

* mod_headers

=  mod_rewrite

= mod_sed

If it is not possible to activate or install the aforementioned modules on the web server customer.com, then
the integration can only take place statically via the rexx application server.

Static integration:
If the content is statically integrated, Microsofts 11S, Apache webserver or Nginx webserver can be used.
In Microsofts IIS at least version 7.0 is required, which was supplied with Windows Server 2008 R8.

Additionally the following modules have to be retrospectively installed:

] URL Rewrite Module 2.0 (Link to Module download on iis.net)

. Web Farm Framework 2.2 (Link to Module download on iis.net)

=  Application Request Routing (>ARR 2.0) (Link to Module download (ARR 3.0) on iis.net)

We do not recommend installing the modules individually, rather to carry out the installations via Microsoft’s

web platform installer, as in this case dependencies are installed.
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If the website customer.com uses and includes jQuery, this must be prevented under the namespace of the
jobportal , i.e. “https://customer.com/career/”.

4. Configuration

4.1 Nginx >=1.6

The following directives need be added to the server section.

# SSL/TLS configuration of "kunde.de"
server {

location /career/ {
proxy pass https://customer-portal.rexx-systems.com/;
proxy redirect default;
proxy set header Host Shttp host;
subs_filter types text/html;
subs_filter '<!--#[a-z].*' '' ri;
subs filter '<body(.*)>' '<body$1><!--#include virtual="/rexx-layout/body-top.inc.php"-->"
ir;
subs filter '</head>' '<!--#include virtual="/rexx-layout/head.inc.php"--></head>"' i;
subs filter '</body>' '<!--#include virtual="/rexx-layout/body-bottom.inc.php"--></body>"

proxy set header Accept-Encoding "";
ssi on;
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4.2 Apache 2.4

The following directives need to be added to the virtual host of the website “customer.com”.

<VirtualHost *:443>
on
on
off
off
off
off
/career https://customer-portal.rexx-systems.com
/career https://customer-portal.rexx-systems.com

stopped by the following rule

<Location /karriere>
<IfModule mod headers.c>
unset accept-encoding
unset Content-Length

</IfModule>
+Includes
Sed; INCLUDES text/html
# exclude attachment preview
<If "${REQUEST URI} !~ /dsa0.php/">

OutputSed "/<!--#[a-zA-z]/d"

OutputSed "s/\\ (<\/head>\\) /\\<!--#include virtual=\"\/rexx-layout\/head.inc.php\"--
><\/head>/g"

OutputSed "s/\\ (<body[*>]*>\\) /\\<!--#include virtual=\"\/rexx-layout\/body-top.inc.php\"--
>/g"

OutputSed "s/\\ (<\/body>\\) /\\<!--#include virtual=\"\/rexx-layout\/body-bottom.inc.php\"--
><\/body>/g"

</If>
</Location>

</VirtualHost>

As with Apache 2.2xx the above configuration specifies that the file “head.inc.php” with HTML meta-tags, the
file “body-top.inc.php” with the HTML code for the header area (e.g. navigation, header) and the file body-

bottom.inc.php for the HTML code for the footer area are stored in the directory “rexx-layout”.
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4.3 Microsoft lIS

Activation of the proxy function in the ARR module

L Internetinformationsdienste (I15)-Manager
fe) (5 €3 » TNB »

Datei  Ansicht 7

Verbindungen .
iigl ITNB Startseite
.-f.
&3 ITMB
“ j.;" Anwendungspools Filter: * W Start - %A”E anzeigen Gruppieren nach: Bereit
a- & Sites s

@' kunde.de g=" ﬁ' ‘% e
.55 Server Farms o= - ety i‘:ﬂ'

Anforderungsfilte . [Application Request? . Arbeitsprozesse  Ausgabezwischen...
Routing Cache °

B
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Autorisierungsregeln CGl Einschrinkungen fir FastCGl-Einstellun...

IP-Adressen und D...

rexx systems GmbH



&) rexx
Software for success

SuederstraBe 75-77 20097 Hamburg  phone: +494089 00800 info@rexx-systems.com  www.rexx-systems.com

qg! Application Request Routing

Use this feature to configure proxy settings for Application Request Routing
Enable proxy

Proxy Setting

HTTP version:

Pass through

v
Keep alive

Time-out (seconds):
120

Reverse rewrite host in response headers

Custom Headers

Preserve client IP in the following header:

K-Forwarded-For

Include TCP port from client IP

Switch the settings of the URL rewrite module on the website “customer.com”

L] Internetinformationsdienste (lIS)-Manager
’@ & » ITNE » Sites + kundede »
Datei  Ansicht 7
Verbindungen .
» 0 kunde.de Startseite
85 ITNB =
“ j‘;} Anwendungspools Filter: - Start ~ %Alle anzeigen  Gruppieren nach: Bereich = '
4@ Sites 115
o
. 35_| Server Farms

= A i
Anforderungsfilte.. Ausgabezwischen.. Authentifizierung Autorisierungsregeln

Cal
- Ny S ey
rgf %E_ﬂ e
Einschrankungen fir Fehlerseiten Handlerzuordnun...
IP-Adressen und D...

HTTP-Antworthea.. HTTP-Umnleitung

4 e H

& &l 8
Komprimierung MIME-Typ Module Protokollierung S5L-Einstellungen
¢ )
LR
@ =
Standarddokument URL Rewrite Verzeichnis WebDAV-Erstellun...
durchsuchen
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About ,,Add new rule“ add a reverse proxy rule

Regel(n) hinzufiigen ?
Regelvorlage auswahlen: E]
Eingehende Regeln
3] Leere Regel |z=4 Regel mit Umschreibungszuordnungen

5 Anforderungsblockierung
Eingehende und ausgehende Regeln

%% Benutzerfreundliche URL
Ausgehende Regeln

'E. Leere Regel
Search Engine Optimization (SEQ)

@ URLs in Kleinbuchstaben erzwingen iz Kanonischer Domadnenname

%= Machgestellten Schrigstrich anfiigen oder entfernen

Waihlen Sie diese Vorlage zum Erstellen einer Regel aus, mit der eingehende HTTP-Anforderungen an einen Back-End-
Webserver weitergeleitet werden,

Consign target address ,,https://kunde-portal.rexx-systems.com/“ and deactivate SSL-Upload
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Wy Internetinformationsdienste (lIS)-Manager
—
(€ € » ITNB » Sites » kundede »
Datei  Ansicht 7 Reverseproxyregeln hinzufiigen ? .
Verbindungen
bl ‘ Eingehende Regeln
e Geben Sie den Servernamen oder die IP-Adresse an, an den bzw. die HTTP-Anforderungen
4- -:J » = weiter I L e
el A d I
et _nwen Hngspoos H https://kunde-portal rexc-recruitment.com/
48] Sites A .
: ,@ kunde.de ] Belspacl momtantanierd
>3 Server Farms ! [] 55L-Abladung aktivieren
l Vel Sie wiese wption auswahlen, werden alle HTTPS-Anforderungen aber HTTP
weitergeleitet,
Ausgehende Regeln
["] Deminennamen der Links in HTTP-Antworten umschreiben
Antwerten, die ven Anwendungen hinter einem Reverseproxy generiert wurden, kénnen
| 4 Ober HTTP-Links verfagen, die interne Domanennamen verwenden. Diese Links mssen
fiir die Verwendung externer Domanennamen aktualisiert werden.,
A Von:
t
Beispiel: contentserver]
Zu:
Beispiel: www.contoso.com
4
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Subsequently edit incoming rules — edit design and remove condition

\Tj Internetinformationsdienste (IIS)-Manager
o5 @ » ITNB » Sites » kundede »

Datei  Ansicht 7

Verbindungen . .
—~ 0 Eingehende Regel bearbeiten
2.8 e Name: 2
Q Anwendungspools ReverseProxylnboundRule2
|&| Sites
“ kunde.de = -
D,ﬁ] Server Farms Ubereinstimmung mit URL €]
Angeforderte URL: Unter Verwendung von:
|Entspricht demn Muster v Regulédre Ausdricke v|
Muster:
|"‘karrieref(.*] | | Testrnuster... |
Grofi-/Kleinschreibung ignorieren
Bedingungen '-.":‘.-'
Logische Gruppierung:
| {CACHE_URL} Entspricht dem Muster *(https?)://
Bearbeiten...
| | Entfernen |
Mach oben
Nach unten
Erfassungsgruppen dber Bedingungen hinweg verfolgen
[ Erfassungsgruppen aber Bedingungen hinweg verfolg v
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Subsequently edit incoming rules — customize Action URL re-write (as in Fig.)

\?3 Internetinformationsdienste (lIS)-Manager
fé{ @ » TNB » Sites » kundede »
Datei  Ansicht 7
- q Eingehende Regel bearbeiten
A
‘..Hﬂ ITNE Ubereinstimmung mit v ~
[} Anwendungspools
@] Sites Eingabe Typ Muster Hinzufiigen...
& kunde.de
> 53 Server Farms Bearbeiten...
Entfernen
Nach oben
Mach unten

[] Erfassungsgruppen tber Bedingungen hinweg verfolgen
Servervariablen

Altion
Aktionstyp:

Umschreiben W

AliZnseigenschaften

URL umschreibern:

|https 1/ kunde-portal. rexx-recruitment. com/ {R: 1}

Abfragezeichenfolge anhingen

[] Umgeschriebene URL protokollieren

Verarbeitung ven nachfelgenden Regeln beenden

Afterwards, the 1IS-site “customer.com” must be restarted.

The directory of the page in the configuration file “web.config” must, at least upon further configurations,
accordingly contain the following content:

<?xml version="1.0" encoding="UTF-8"?2>
<configuration>
<system.webServer>
<rewrite>
<rules>

<rule name="ReverseProxyInboundRulel" stopProcessing="true">
<match url=""karriere/ (.*)" negate="true" />

<action type="Rewrite" url=" https://customer-portal.rexx-systems.com

/{R:1}" />
</rule>
</rules>
</rewrite>
</system.webServer>
</configuration>
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The loading of the page “https://customer.com/career” should now be visible in both the job portal and the
job listings of the rexx application server. The statically added HTML code now has to be passed on to the
relevant rexx consultant. The rexx consultant then coordinates the integration into the rexx career portal.
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